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Ensuring a Secure and Reliable Network

the UN World Summit, Tunis

The Organizing Committee of the World Summit on the Information Society (COSMSI)
turned to Stonesoft in order to handle this complex challenge and to give confidence to the

remarkable event.

In today’s world, information and communica-
tion technologies (ICTs) are at the heart of social
development and economic policies. ICTs are pre-
conditions for development and unprecedented op-
portunities that can help nations to turn the digital
gap into a digital asset. The World Summit on the
Information Society (COSMSI) is a response to the
need for a harmonious evolution of concepts, poli-
cies, legislation, networks and services in commu-
nications. The collaboration between COSMSI and
Stonesoft is a live example of a common project
that aims to develop digital communication in a
globalized networked world by supporting the es-
tablishment of a bridge between various digital
communities. It is a crucial milestone towards the
creation of an information society based on secure
information and communication technologies.

The recently held World Summit on the Informa-
tion Society was the global summit for countries
facing the challenges of the information society.
This was the second phase of the World Summit
as the first phase was held in Geneva in 2003.
From 16th to 18th of November 2005, the main
stakeholders and decision-makers from the private
sector, government, civil society, the UN agencies
and the media gathered in Tunis. Major issues on
the agenda were to take concrete action to:

bridge the “digital divide” between countries
with access to information and those without, as
affordability of access is a critical part of bridging
the digital divide

consolidate the information society through
partnerships between private and public entities

draft a clear statement of political intent taking
all stakeholders” interest into account

report on the progress of actions started in
2003

The participants took concrete action to bridge
the digital gap between countries with access to
information & those without, consolidated the in-
formation society through partnerships between
private and public entities and drafted a clear
statement of political intent taking all stakehold-
ers” interest into account

National delegations from 174 countries and
participants from more than 800 entities attended
the summit. All in all 19400 participants took part
in this huge three-day event.

The Challenge

Arranging an event of this magnitude means
facing several challenges. The International Tele-
communication Union (ITU), based in Geneva, Swit-
zerland, was the UN agency, which held the leading
role in the organization of the summit.

Stonesoft, an innovative provider of integrated
network security and business continuity solutions
and main partner of the event, was chosen to offer
network security expertise during the summit. En-
suring a secure and reliable network was of major
importance and first priority during the event.

There were several challenges in ensuring the
network security in a summit of this scope:

Several different organizations were working
together, requiring continuous communication and
flexible co-operation between all the parties before
and during the event.

Downtime was not an option, and thus the net-
work security solution had to provide the highest
level of availability.

No false negative events were accepted, all at-
tacks had to be detected by StoneGate IPS.

A large amount of media publicity was involved
in the summit and Stonesoft was publicly announ-
ced to be the network security provider. This could



“The flexibhility of the StoneGate Platform adapted to the intermittent chang-

es in the needs and was very reliable.*

Mr Tahar Hafaiedh, President of the Computer and Networking Commission of COSMSI

attract hackers and crackers and to target specifi-
cally towards the StoneGate products.

The participants could use also their own lap-
tops and the Summit offered WLAN connectivity for
everyone. Thus, the client machines located inside
the Summit network could not be trusted.

There were various applications and network
protocols used e.g., for participant registration,
physical security and access control, WebCasting
of the summit sessions, and Internet access of the
participants.

The Solution

In order to overcome the multiple challenges
in ensuring the network security, it was crucial to
follow main solution principles.

The main solution principle was to simplify the
structure of the system as much as possible in
order to make it simple and clear. It was important
to find a simplified solution to a complex challenge.
The servers had to be put in optimal locations and
it was also relevant to know the limitations of the
environment and set the rules and expectations
aligned with them. It was important to know the
correct contact persons and to recognize critical
components and users. Last minute changes had
to be avoided and all the necessary changes to be
evaluated with extreme caution before they were
implemented.

The summit network had two 155 Mbps Inter-
net links that were connected with StoneGate’s
Multi-Link to ensure the high availability and al-
ways-on connectivity to and from the Internet. The
built-in load-balancing feature of StoneGate Multi-
Link technology took care of balancing the traffic
between the Internet links. Dynamic load balancing
and high availability of the firewalls was achieved
through clustering. Multiple StoneGate firewall
clusters were used to connect various fixed and
wireless network segments together, to ensure se-
cure access between the networks. To guarantee
availability, the cluster members were distributed
physically in separate machine rooms, each located
at opposite sides of the summit area. StoneGate

IPS sensors and an analyzer were monitoring and
analyzing the traffic in the internal networks and
blocked the malicious connections by co-operating
with the firewalls for intrusion protection. Unified
and centralized management enabled to handle
a huge amount of traffic and to follow real-time
status of the network as multiple administrators
worked together simultaneously.

Compelling Results

Stonesoft managed the overall network secu-
rity successfully and both ITU and COSMSI were
very pleased with the outstanding performance of
StoneGate. The co-operation between the several
organizations worked seamlessly and the event
achieved extremely positive feedback on both local
and global level.

During the summit, 400,000 IPS log records
generated during the week, over 2,5 millions con-
nections opened to the Internet each day, over
10,000 connections established to the WebCast-
ing server each day, and 200 alerts generated by
IPS each day, out of which very few alerts were
false positive ones. By using the real-time moni-
toring, comprehensive logging, and powerful report-
ing tool of the StoneGate Management Center, it
was possible to manage the huge amount of data
and to provide fast responses always when need-
ed. The overall status information was also all the
time available through the monitoring functionality
of the network layout editor.

“It would have been impossible to monitor, ana-
lyze and manage the network without an intelligent
management system. StoneGate’s architecture
provided centralized management enabling the
co-operation between IPS and firewalls possible.
The integrated reporting feature produced informa-
tion very quickly and made it possible to forecast
trends of the traffic. This was very important be-
cause it gave the possibility to the administrator
to manage the network status at once”, says llkka
Hiidenheimo, CEO and founder at Stonesoft Corp.

“The major concerns of the COSMSI were to
bring a good coordination and collaboration dur-
ing the summit while taking care of excellence and
perfection of the network security solutions, says
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“StoneGate Management Center was a very powerful, user-friendly manage-
ment tool, which allowed a good comprehension and gave a very clear visibil-

ity of the network.*

Mr Tahar Hafaiedh, President of the Computer and Networking Commission of COSMSI

Mr Tahar Hafaiedh, President of the Computer
and Networking Commission of COSMSI. Mr Ha-
faiedh continues, “The impressions which | have
of Stonesoft and its StoneGate solution are as
follows:

The flexibility of the StoneGate Platform
adapted to the intermittent changes in the needs
and was very reliable

The reliability and the robustness of the Sto-
neGate Platform impressed me especially becau-
se the information system of the SMSI was a
very remarkable target of attacks and intrusions.
In spite of the complexity of the network architec-
ture approved by the ITU, several independent
WLANs and federators, neither breakdown nor
stop affected the ongoing operation of the net-
work and information system

StoneGate Management Center was a very
powerful, user-friendly management tool, which
allowed a good comprehension and gave a very
clear visibility of the network. A detailed report/
ratio was delivered after the course of the top,
which indicated a great reliability and power of
the Reporting Tool.

About COSMSI

The World Summit on the Information Society
(COSMSI), held in Tunis in November 2005, was
the first major event of the new millennium and
a global summit for countries facing the chal-
lenges of the information society. The summit
represented a historic opportunity for the inter-
national community to agree on a common vision
for the information society and to promote the
information society concept as a tool at several
social, economic and cultural levels. The ICT 4
all Exhibition in Tunis was the most important
parallel event to the summit. It showcased inno-
vative ideas and practical solutions from all sec-
tors and countries present. The exhibition area
allowed participants to exchange experiences,
interact and to improve dialogue between stake-
holders and decision-makers.

www.smsitunis2005.org/plateforme/home.htm

“The reliability and the robustness
of the StoneGate Platform im-
pressed me especially.”

Mr Tahar Hafaiedh, President of the Computer
and Networking Commission of COSMSI
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Stonesoft Experience

Stonesoft Corporation (HEX: SFT1V) is an innova-
tive provider of integrated network security and
business continuity. Stonesoft is a global company
focused on enterprise level customers requiring
advanced network security and always-on business
connectivity with low TCO, best price-to-perform-

StoneGate™ Platform unifies firewall, VPN and IPS,
blending network security, end-to-end availability
and award-winning load balancing into a unified
and centrally managed system for distributed en-
terprises. Founded in 1990, Stonesoft Corporation
has corporate headquarters in Helsinki, Finland;
Americas headquarters in Atlanta, Georgia; and
Asia Pacific headquarters in Singapore.

ance ratio, and highest ROI.

The StoneGate Platform

The StoneGate Platform lowers the risks of doing business in a digitalized world. StoneGate appliances
and software provide secured, optimized, and resilient connectivity for converged services, while prevent-
ing damage from attacks. With the help of unified management you can cost-efficiently manage and moni-
tor the security and connectivity in your network.

Secured, Optimized, and Resilient Connectivity

With StoneGate Firewall/VPN, you can connect your offices with each other reliably and fault-tolerantly us-
ing Site-to-Site VPN, ISP Multi-homing with Multi-Link VPN Technology, Firewall/VPN and IPS Sensor Clus-
tering and Load Balancing, Server Load Balancing, and Quality of Service and Bandwidth Management

Preventing the Damage from Attacks

StoneGate guards your network with StoneGate Firewall and with StoneGate IPS. StoneGate Firewall
enforces your security policy, prevents denial-of-service attacks, and drops malicious http traffic. Ston-
eGate IPS stops attacks and non-authorized traffic as well as protects unpatched servers before they are
updated.

Unified Management

The StoneGate Management Center delivers an innovative and holistic approach for role-based
administration through a single, centralized management system. Forming the heart of the StoneGate
Platform, the Management enter provides unified tools for Security Enforcement, for Security Surveillance,
and for Systems and Data management.

Stonesoft Corp. Stonesoft Inc.
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00210 Helsinki
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tel. +358 9 476 711
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