STONESOFT

StoneGate™

Secure Connectivity Solution

StoneGate Security Connectivity Solution
unifies Firewall, VPN, IPS, and SSL VPN to
provide secure, optimized, resilient connectivity
in a centrally managed system. With StoneGate
you can keep your network secure and your
connections constant so your business can
continue to grow and prosper.



“Our business demands
a stable and reliable
solution that can
be easily managed.
The StoneGate
Platform provides
high availability and
security administration
in a unified, simple
presentation. With
minimal resources
required for operation,
the StoneGate solution
keeps our costs down
and allows us to
focus on our core
business functions.”

Bill DeSantis
IT Manager
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Secure Information Flow

Doing business in today’s environment

of rapid growth and technology innovation
means working smarter, trying out new
ideas and improving efficiencies.

However, making progress can be tough when
you’re faced with ongoing challenges of ensuring
network security, always-on connectivity, and
regulatory compliance, along with efficiently
managing your resources and bottom-line.

Now you can address all of these challenges with
StoneGate Secure Connectivity Solution — unified
Firewall, VPN, IPS, and SSL VPN in a centrally
managed system. Since 1990, customers world-
wide have been using Stonesoft solutions to
ensure secure information flow throughout their
networks. They’re expanding their operations
while maintaining always-on connectivity and
data integrity. They’re improving the quality of
their services while relieving staffing pressures.
All while they’re gaining significant savings.

Layered Security

Instead of just one layer of protection, StoneGate
Secure Connectivity Solution consists of several
layers that seamlessly work together to protect
your network. Now you can stop attacks before
they reach vulnerable systems and applications
using a combination of protection methods at each
layer. At the same time, you can ensure secure
information flow throughout each segment of your
network — mobile users, remote offices, demilita-
rized zone (DMZ) and internal systems.

Stonesoft’s layered security approach allows
you to simply and cost-efficiently manage and
monitor the security and connectivity through-
out your entire network.
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Resilient, Optimized,

Secure Connectivity

According to a 2007 Infonetics study, companies
are losing as much as 2.2 percent in annual
revenue, or about $30 million on average due to
security attacks. Whether it’s from organized
security attacks, natural disasters or human error,
network outages mean lost revenues, productivity
and corporate credibility.

With Stonesoft’s patented Multi-Link technology
you can ensure seamless network failover in the
event of Internet access outages or lost connections
between firewalls and outside networks — regardless
of the type or number of connections needed to
support your business.

With StoneGate’s Quality of Service (QoS) with
built-in load balancing you can optimize your
network and support emerging technologies,
such as VoIP and video conferencing.

Additionally, StoneGate is the only solution in the
industry that allows you to cluster up to 16 devices
to spread the load across multiple firewalls and
ensure high availability.



“StoneGate provided the
most immediate ROI
and the lowest TCO,
all while addressing
AIT’s needs for
resilient connectivity
and improving our
network from a unified
management system.
The active load
balancing, coupled
with StoneGate’s
bandwidth management
and QoS also allowed
AIT to utilize other
technologies that
resulted in lower costs
and improved network
functionality.”

Caleb Wilson
Senior Network
Engineer

Centralized Management

With the continuing onslaught of security
threats and changing network demands,

IT staffs are overwhelmed with trying to
keep up with incidents and updating security
policies, especially with distributed offices
where resources may be limited. Plus the
lack of integration can lead to higher costs.

With StoneGate Management Center your

network administrators can manage thousands

of devices as easily as one from a single

console. They can significantly reduce incident

response times with automated system tasks
and the flexibility to customize response
escalation algorithms. They will also benefit
from easy access to shared logging, real-time
reporting, incident handling, auditing and
other tools. Together it means dramatically
lowering the cost of ownership by making
administration easier and less resource
intensive.

Compliance

Keeping up with the stringent regulatory
requirements — whether it’s PCIA,
Sarbanes-Oxley, HIPAA, FISMA or other
standards — can be a challenge. It means
you’re under constant pressure to maintain
the auditing and reporting necessary to
avoid non-compliance fees and damaging
your corporate credibility.

StoneGate Management Center allows you to
gain the sophisticated reporting, monitoring
and analysis required to address the risks and
costs associated with regulatory compliance.
Our centralized system provides encrypted
log management and storing with filtering for

auditing system performance, incident response

and corporate compliance.

The StoneGate Management Center forms the core of
the StoneGate Platform, providing unified management
and reporting for StoneGate firewalls, VPNs and IPS.

Lowest TCO and Fastest ROI

When comparing different solutions, decreasing
TCO and increasing ROI are some of the most
important issues, especially when you’re working
with ever tightening budgets and resource
constraints.

For information-intensive organizations with
distributed environments, Stonesoft has a proven
track record of helping our customers significantly
reduce the costs and complexities typically
associated with other multiple vendor solutions.

StoneGate solutions are all-inclusive. There are

no add-on purchases to get the full functionality
your organization needs. The system’s architectural
modularity gives you the flexibility to tailor the
solution to fit specific requirements. Plus you can
easily integrate StoneGate with other solutions to
protect your long-term technology investments.

You can reduce the time for implementations and
lower administration costs with simple drag-and-
drop functionality. You can eliminate the need for
off-hour work with built-in clustering functionality
that allows production traffic to flow unaffected
during firewall maintenance breaks. You can
select the most cost-effective network links and
ensure always-on connectivity with our Multi-Link
technology. In addition, you can simplify the
management of your entire network security with
StoneGate Management Center.



StoneGate Firewall/VPN

Strong perimeter defense

StoneGate SSL VPN
Flexible yet secure connectivity at any time,
from anywhere, with any device

Encrypted mobile access over the Internet

using standard web browsers

End-point security control

Automatic trace removal

Strong authentication with single sign-on

Access to resources can be granted case-by-case
Comprehensive yet unified management with
easy to use tools for compliance auditing

Remote office

Internet

StoneGate
VPN

Remote user

StoneGate
Firewall

Patented Multi-Link technology

ISP multi-homing

Cluster up to 16 devices

Load balancing and server load balancing
HTTP deep packet inspection

Simplified security policies

Easy system backup and restore
Fail-safe remote upgrades

Bandwidth management and QoS
Drag-and-drop routing, automatic anti-spoofing
Blacklisting and whitelisting with IPS
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StoneGate Management Center
Centralized management for your
entire network

Central repository and database
Management server high availability
Built-in reporting

Log browsing and filtering
Diagrams

Policy-based alert escalation
Routing and anti-spoofing
Security policies

Remote upgrade

Monitoring

Incident management

Audit log

StoneGate IPS
Comprehensive protection for
internal systems and applications

* Unique expressions-based approach for
customized threat detection

* Transparent Access Control module for
segmentation and firewall access control
without network configuration changes

* Prevention mechanisms updated dynamically

* Correlation reduces false positives

* Easy configuration

* Fast and accurate reports

¢ Incident management

* Operate as IDS and/or IPS simultaneously

Key Benefits

Layered Security -

Integrated enterprise-level Firewall, VPN, IPS,
and SSL VPN for unified threat protection from
internal and external attacks.

Resilient, Optimized, Secure Connectivity -
Ensure secure connectivity with our patented
Multi-Link technology, QoS, active load
balancing, bandwidth management, and unique
clustering capabilities.

Centralized Management -

Manage highly dispersed networks from a single
console, reduce incident response times and lower
the cost of everyday network administration.

Compliance —

Efficiently run the auditing reports necessary
to avoid the risks and costs associated with
regulatory compliance.

Lowest TCO and Fastest ROI -
Reduce the costs and complexities compared
to traditional multiple vendor solutions.



STONESOFT

About Stonesoft

Stonesoft Corporation is an innovative provider of integrated network security solutions to secure the
information flow of distributed organizations. Stonesoft customers include enterprises with growing
business needs requiring advanced network security and always-on business connectivity.

StoneGate Secure Connectivity Solution unifies firewall, VPN, IPS and SSL VPN blending network
security, end-to-end availability and award-winning load balancing into a centrally managed system.

The key benefits of StoneGate Secure Connectivity Solution include low TCO, excellent price-performance
ratio and high ROI.

StoneGate Management Center provides unified management for StoneGate Firewall with VPN, IPS
and SSL VPN. StoneGate Firewall and IPS work together to provide intelligent defense throughout the

enterprise network, while StoneGate SSL VPN provides enhanced security for mobile and remote use.

Founded in 1990, Stonesoft Corporation is a global company with corporate headquarters in Helsinki,
Finland and Americas headquarters in Atlanta, Georgia. For more information, visit www.stonesoft.com.

r -
uj & a
.'," Common Criteria ANARDS
L] A [}

&

Stonesoft Corporation Stonesoft Inc.

Italahdenkatu 22 A 1050 Crown Pointe Parkway
FI-00210 Helsinki Suite 900

Finland Atlanta, GA 30338

tel. +358 9 4767 11 tel. +1 770 668 1125

fax. +358 9 4767 1234 fax.+1 770 668 1131

www.stonesoft.com
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