











Logging In to the StoneGate SSL VPN Administrator

To log in to the StoneGate SSL VPN Administrator

1. Click Log on in the topmost area on the left under the title StoneGate SSL VPN
Administrator.

) @ o] nttps:/n92.168.100.1:8443/ [~]

STONESOFT

> StoneGate SSL VPN Administrator » Documentation
A I the StoneGate SSL VPN Administmtor you manage all FZER)  ™e folbwing documentation is available for StoneGate S5L VPN
2 monitoring and maints nance tasks. u

Logon StoneGate Administrators Guide

Adding Bundled Certificates
Configuring & Default Tunnel Set
Configuring SMPP

Creating a Certificate Signing Request
Creating Custom-Defined Access Rules
Creating XPI:Web Services Clients
Customizing and Branding

> Stonesoft Online and certificate request tools Filter Scripting Using WASCR Script Language
Satting Up AztivaSyne
T On the comomie Web site you can mad mor about Stonesoft Setting Up BankiD

2. Log in. By default the username is admin and the password is Pass1234.

3. When the StoneGate SSL VPN Administrator opens, scroll down to the end of the page.

STONESOFT s T [ (RN

Moniter System Manage Accounts and Storage Manage Resource Access Manage System
SumiemiGiei o) lianhar System _'7.
User Sessions Overview
Log Viewer Generl i i Qi usErs and b disp layed in Status Overview below, Event Overview
Dingnostics File digplays events thal have occurred since you last bgged on. Events include any failed connections to dimclory

sevice, userstorage, or network servers, as well as debug bgging
Logging
License Click Settings bebw to enable/disable event monitoring of directory service and user storage, or to enablk/disable

super administrmtor password policy or change the super administmior password

Manage Seftings... | ‘

View Administrator Activities...

Copyright 2007-2009 Stonesolt. All fights mearved
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4. Click Manage Settings in the bottom part of the right panel.

5. Change to a secure password in the Super Administrator Password section on the page

that opens.

After changing the default password, import your license and the working certificate.

Importing a License

To import a license

1.

After you log in and change your password, select License in the menu on the left.

STONESOFT

Maonitor System Manage Accounts and Storage

Monitor System

System Status .
License

User Sassions )
Overview

Log Viewer

Disgnostics File
License Number

Legging
Licenss Version
Lisense Type
Alert:
= Issusd
Reports Issued To
Log OF
°a |ssued By

Validity StoneGate SSL VPN

Msx Concument Users

Max Named Users

Validity Authenticstion Service

Max StoneGate Authentication Users
Msx RADIUS clients

Max Resources

Max Authentication Methods

Licensed DNS Names

[ et [ Browse | Restors | Publish

Manage Resource Access Manage System

The contents of the cument license are listed below.

4.3

Preduction

12708

Installstion Default License

Installation Default License
Installation Default License

Stonesoft
Stonescft
suppert@stonesoft.com

127108 -+
10 (currently 0 cencument users)
10000 (cumently 0 users registered)
12709 - *

10000 (cumently 0 users registered)
1

* {cumently 1 resources register=d)

2147422847

The license includes the following DNS Mames:

s 127.00.1
* localhost

On the right, scroll down to the end of the license information page displaying details of the

temporary factory-installed license.

Click the Browse button next to the License File field at the bottom of the page and select
and import your license file using the dialog that opens.
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Importing Certificate Keys and Certificates

NOTE - If your certificate is a bundled certificate, which may contain intermediate
certificates, you must split the certificate before adding it to the StoneGate SSL VPN
Administrator.

See TN2068 Adding Bundled Cetrtificates for information on how to do this. See section Generating a
Certificate for information on how to generate a working certificate.

When you have the signed certificate, you must import the certificate and the associated private key
in the StoneGate SSL VPN Administrator.

To import a certificate key and certificate

1. In the SSL VPN Administrator, switch to the Manage System section at the top menu.

a - @& @ [[e]] httos:/192.168.100.1:8443/ -
STON[SOFI Help ‘ Restore [ Browse [ Publish
Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Method: if i :
uthentication ods Manage Certificates ?J
Cenificates.

Overview
Abolishment

Her, you manage Cedificatle Authorities that can be used to validate cenificates, sever cedificates that ar usad

Assessment when establshing communication with end users, and the clhent certificate that & ussd in resoure communicatisn

RADIUS Configumtion

rtificate Authoriti
Notification Settings erince oI

. :eg:s:e-ed Certifizate Authorities are listed below. To edit ordekete a Cenilicate Authority, click the appropriate link in
he i

Delkegated Manage ment

Access Polnts Add Certificate Authority...

Polcy Seni
e Registered Certificate Authorities

Authentication Sernices

Administation Service

Directory Se i Server Certificates

Servercettificates added here can be used when managing listeners, enabling you to use specific certificates for
each IP addmess or port. Registered saver cenificates am listed belw. To aditordelete a saver cenificate, click the

Log O appropriate link in the list
Add Server Cerificate...
Registered Server Certificates
default_certificate
Done

Select Certificates in the menu on the left. The Manage Certificates page is displayed.
Click Add Server Certificate.
4. Fillin the details:

o Display Name: the name you want to give to the certificate for display in the StoneGate
SSL VPN Administrator interface.

o Certificate: Browse and select the signed certificate file.
o Key: Browse and select the private certificate key file (private.pk8).

o Password: If you protected the certificate key with a password when you generated it,
type in the same password here.
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Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Methods
Add Server Certificate 3
General Settings

Abolshment
Add the PEM formatted cedificate and key il below.

Assessment

BADIUS Configuration Display Nams [ ]

Notilication Settings Centificate [ [ Browse... |

Devica Definiti

e comiere - |

Delegated Managemant

Password [ I

Access Points

Policy Services

E] Using Hadware Security Module

Autheniication Services < Previous

Administmilion Sanics

5. Click Save. This imports the certificate, but it is not activated yet. For activating the certificate,
proceed to To activate the certificate.

To activate the certificate

1. Select Administration Service in the menu on the left.

Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Mathods -
Manage Administration Service

Cerificates N N

Internal Communication Settings
Abolishment . . . p

Enterthe following ssttings for betwesn Sh Gats SSL VPN and the SSL
Assessment VPN network,
RADIUS Configumtion

Intemal Host (1270021 )
Hotification Seltings

Intemal Communication Port [8300 ]
Device Definitions

Dekgated Managemant

Access Points

External Communication Settings
Palicy Services

Enter the following sattings for communication between StoneGate SSL VPN Administrator and the client.
Authentication Services

Administration Service Administrator HTTP Host (o000 ]
Dirctory Service Administrator HTTP Port [soso ]

Administmtor HTTPS Host [o.u‘o.o ]
Log Off

Administrator HTTPS Port [Baa3 ]

SewerCenificate defaull_cerilicate | 5

Save
Done

2. Select the correct Server Certificate from the list and click Save.
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3. Select Access Points in the menu on the left.

Meonitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentication Methods

Manage Access Points | ?
Cenificates -

Overview
Abolshmant N ~ N

You can view, add, edit, and delete Access Points, as well as manage glbal sattings and bad balancing for Access
Assassmant Points. Registered Access Points am listed below. To edit ordelkete an Access Point, click the appropriate link in the

list.
RADIUS Configumation
Molification Settings To manage seilings egarding client access, performance, tusted gateways, and cpher suiles, click Manage Global
E—— Access Point Setlings. If you have an extemal bad balancing product installied, you can manage bad bakncing
Lts JLLELE betwean Access Points. To manage bad babncing and mimoed Access Points, click Configure Load Balncing

Delegated Management

. Add Access Point..
Accass Points

Policy Services
Registered Access Points
Authentication Sewices

Service 1D Display Name Internal Host
Adminitration Sewvice

2 Access Point 127.0.0.1
Directory Service

Manage Global Access Point Seftings...
1 an O

4. Click Access Point under the title Registered Access Points. The information of the selected
Access Point is shown.

5. Select the correct Server Certificate from the drop-down list.

Monitor System Manage Accounts and Storage Manage Resource Access Manage System

Manage System

Authentieation Methods
Edit Access Point "Access Point" g
Cenificates
General Settings
Abolishment
Edit the follbwing settings for the Access Point
Assessment
RADIUS Gonfiguration Senice 1D =
Notification Settings DEpEylRene [Access Point ]
Device Definitions Intemal Host [127_0_0_1 ]
Delsgaled lianagement Application Portal Host [127.001 |

-
Application Poral Port 44

Poliy Servies

§

Sandbox Port 443
Authentcation Senices

Administmtion Servics SewverCeniicale defaull_certificats | *

Dimctory Sewvice Listen on allinterfaces
[ Distrbute key files automatically

Log Off [] support cypto cards

6. Scroll to the bottom of the page and click Save.

Moving On

After importing the license and the working certificate, your SSL VPN system is ready to be
configured with additional administrator accounts and the user accounts and services that you want
the appliance to provide in your network.

This configuration is explained in the StoneGate SSL VPN Administrator’s Guide and on the Online
Help of the StoneGate SSL VPN Administrator.
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For step-by-step instructions for the tasks outlined below, consult the help system (click the Help link
at the top menu of the StoneGate SSL VPN Administrator pages once logged in) or the SSL VPN
Administrator’s Guide.

Your next steps:

1. Create an external user storage.

2. Create user groups and users. Accounts for both administrator users and your end-users are
created in the same way.

Administrator access can be controlled with access rules based on user groups.
Define access rules for allowing access to the services on the Virtual Appliance.
Define the services you want to offer.

e In addition to other services, you can also configure the Web Console and the StoneGate
SSL VPN Administrator to be accessible remotely through the Application Portal.

Managing the Virtual Appliance

Logging in to the Command Line

You can enable SSH on the appliance to remotely connect to the operating system command line
(Linux) to use standard networking tools (like Ping) or to transfer files through SSH.

If the command line has not been used before and you have not activated SSH, you must first set the
command line password and enable SSH access as explained below.

To Enable SSH Access to the Appliance
1. Log in to the basic Web Console remotely through the Access Point or locally through the
management port (ethQ) at the address https://<SSL VPN IP Address>:10000.

2. For detailed instructions for establishing the local connection, see Logging In to the Web
Console previously in this document.

In the Web Console, expand System in the menu on the left and select Root Password.

4. On the right, type in and confirm the command line password for the account “Root”. The
Root account is always the only account for command line access.

5. In the menu on the left, select Services.

On the right, under Access Control, select the Enable SSH daemon option.
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To Access the Appliance Using SSH

1.

Connect to the appliance’s IP address on any interface using an SSH client (for example,
PuUTTY) on the standard port (TCP/22).

Log in with username root and the password you set through the Web Console.

The default key map is set to US English. If you want to change the key map, run the
command sg-reconfigure --no-shutdown.

e The dash character is located to the left of the backspace key in the US English keyboard
layout.

Checking System Information

This section explains how you can check basic system operating status and the software version that
the access point is running. The actual SSL VPN services are monitored through the StoneGate SSL
VPN Administrator in the Monitor System pages (see the StoneGate SSL VPN Administrator’s Guide
for details on the SSL VPN services monitoring).

To check the system status and installed software version

1.

Log in to the basic Web Console remotely through the Access Point or locally through the
management port (eth0) at the address https://<SSL VPN IP Address>:10000.

¢ For detailed instructions for establishing the local connection, see Logging In to the Web
Console.

Information on the software version and system status is displayed on the right. If you
navigate away from this view, you can return by selecting System Information in the menu

on the left.

Restarting Services

To restart services

1.

Log in to the Web Console remotely through the Access Point or locally through the
management port (eth0) at the address https://<SSL VPN IP Address>:10000.

e For detailed instructions for establishing the local connection, see Logging In to the Web
Console.

Expand System in the menu on the left and select Services.
On the right, select the services that you want to restart.

Click Restart to restart the services selected above.
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