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CHAPTER 1 USing StoneGate
Documentation

Welcome to StoneGate™ Monitoring Client by Stonesoft Corporation. This chapter
describes how to use this guide and related documentation. It also provides directions
for giving feedback about the documentation.

The following sections are included:

Objectives and Audience, on page 6
How to Use This Guide, on page 6
Typographical Conventions, on page 6
Contact Information, on page 6
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Objectives and Audience

StoneGate Monitoring Client User’s Guide describes step by step how to start and use
the StoneGate Monitoring Client software. This guide is intended for customers of
service providers who want to monitor the logs related to their own network traffic and
for other users with monitoring accounts.

To launch the online help system, press F1 on your keyboard in any Management
Client window or dialog.

How to Use This Guide

This guide is divided in two main parts: the first part explains how to start up and use
the Monitoring Client. The second part presents detailed information on how to
interpret the log data you view in the Monitoring Client. The information contained in
this guide is also included in the online help system, accessible through the Help
menu.

Typographical Conventions
The following typographical conventions are used in this guide:

TABLE 1.1 Typographical Conventions

Formatting Informative Uses

Normal text This is normal text.

Interface elements (buttons, menus, icons) and any other

GUI elements interaction with the user interface are in bold-face.

Cross-references and first use of acronyms and terms are

References, terms N
in italics.

Command line File names and directories are monospaced.

We use the following ways to indicate important or additional information:

g Note - Notes provide important information that may help you complete a task.

Tip: Tips provide information that is not crucial, but may still be helpful.

Contact Information

For general information about StoneGate and Stonesoft Corporation, please visit our
Web site at http://www.stonesoft.com/.
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Product Sales
For sales questions and other information or comments on the StoneGate product,
please send e-mail to info@stonesoft.com.

Documentation Comments

We continuously strive to improve our documentation. Should you find any instructions
unclear or misleading, or should you have any suggestions for improvements, let us
know by e-mailing to documentation@stonesoft.com.

Contact Information
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CHAPTER 2 USing the Monitoring Client

This section explains the use of the StoneGate Monitoring Client, a tool that allows
you to monitor StoneGate firewall, VPN, and IPS logs.

The following sections are included:

Getting Started with the Monitoring Client, on page 10
Starting the Monitoring Client, on page 10

Monitoring Client Layout, on page 12

Viewing Log Data, on page 13

Filtering Log Data, on page 16

Copying Extracts of Log Data, on page 20

Printing Extracts of Log Data, on page 21

VVVVVYYVYY



Getting Started with the Monitoring Client

The StoneGate Monitoring Client is a tool for viewing the log files of the StoneGate
firewall/VPN and StoneGate IPS systems maintained for you by your StoneGate
administrator. It allows you to examine log data specific to you. You can view current
log data (logs that are being delivered to the Log Server in real time) and stored log
data (logs that your StoneGate administrator has decided to store).

You can launch the Monitoring Client Java™ Web Start application directly through your
regular Web browser. The Monitoring Client requires the Java Runtime Environment
(JRE), which you may need to install separately. You also need a username and a
password from your StoneGate administrator to log in to the system and view your
logs.

Logs generated by the StoneGate firewall/VPN and StoneGate IPS systems record the
type and volume of inbound and outbound traffic, as well as certain configuration and
diagnostic information. They are the fundamental resource for checking and proving
your system, as well as for intrusion detection.

Which logs you are able to see depends on limitations that your StoneGate
administrator has set. The Monitoring Client also allows you to flexibly define
temporary filters for your own purposes. This helps you to focus easily on the most
interesting data at any given time.

Starting the Monitoring Client

The StoneGate Monitoring Client is accessed via a web page maintained by your
StoneGate administrator.

Note - You must have the appropriate Java Runtime Environment (JRE) installed
locally on the machine from where you access the Monitoring Client. If you are
unsure about the required version, contact your StoneGate administrator.

V¥ To access the Monitoring Client

1. Open your web browser and type in the address of the web site that your

StoneGate administrator has given you. The web page opens.

On the web page, click on the StoneGate Monitoring Client link.

3. Wait while the Monitoring Client application loads. Read all certificate warnings,
if there are any, and accept if the certificates are correct. Wait for the login
window to open.

N

Note — In some cases you may have to give the operating system the command to
run this file using javaws.exe.
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Illustration 2.1 Monitoring Client Login
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4. Your StoneGate administrator has given you a user name, password, and the
server address that you need in order to log in. Enter the required information

and click Login.

5. Wait for the Monitoring Client to open the default view of your logs.

Illustration 2.2 Monitoring Client Default View
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Monitoring Client Layout

12

The Monitoring Client window consists of the Log Entry Table, Details panel, Query
panel, Situation panel, and Toolbar.

Log Entry Table

The Log Entry Table shows the actual log data. You can either view the current logs in
real time or previous logs that your StoneGate administrator has stored for you.

The table consists of several columns, and you can select which columns are shown
(see Selecting Log Data Columns to View, on page 15).You can also change the order
of the columns by dragging the title cell to a different location. See Log Field Values,
on page 23 for detailed information on the different log data fields.

Log entries are records of the connections that attempt to pass through the firewall,
and matches to IPS traffic patterns. In the Monitoring Client, each line in the Log Entry
Table corresponds to one log entry.

When you view logs, the color of the line gives information about the log entry. By
default the following colors are used:

TABLE 2.1 Default Log Color Filters

Color Filter Explanation

A new connection or packet was allowed
Light Green Allow through the firewall or inline IPS, or
observed by IDS.

The inspected traffic was not terminated,

Green Permit but it generated a log or alert.
Pink Refuse A connectlpn_ or packet was refused by the
firewall or inline IPS.
. . A connection or packet was silently
Pink Discard discarded by the firewall or inline IPS.
. The traffic matched an Inspection rule with
Orange Terminate

a Terminate action and was dropped.

The traffic matched an Inspection rule with
Light orange | Terminate (passive) | a Passive Terminate action and could have
been dropped.
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TABLE 2.1 Default Log Color Filters (Continued)

Color Filter Explanation
Yellow Blacklist received The firewall received a blacklist request.
White No filter The traffic did not match any defined filter.

Note — The log color filters may be different from these defaults if your StoneGate
administrator has customized the colors. You can also ask the StoneGate
administrator to customize the log colors specifically for you.

Info Panels

In addition to the data displayed in the columns, there are Info Panels you can open on
different sides of the window through the View—Tools menu. You can drag and drop
the Info Panels to a new position in the Monitoring Client window to customize your
layout. The following Info Panels are available:

+ Query (for creating temporary filters based on log entries)

- Details (for details of the selected log entry)

- Alert Events (for event information on selected alert)

+ Hex Viewer (displays traffic captures)

- Situation (for details on detected events in the traffic)

Log Data

The StoneGate Monitoring Client shows by default stored logs for firewalls and IPS.
You can retrieve older, stored log entries from the archives by defining a time range
(see Specifying a Time Range, on page 14). Furthermore, you may use filters to focus
on specific log data (see Filtering Log Data, on page 16). To view the most recent log
entries, you must activate the Current Logs mode.

Viewing Current Log Data

You can view the most recent log entries in the Current Logs mode. A screenful of the
most recent entries is displayed by default. The screen is constantly updated as new
logs are being generated.
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V¥ To view current logs
€ Click the Current Logs button in the toolbar. Log entries are displayed as they
arrive to the Log Server.

Related Tasks

» Selecting Log Data Columns to View, on page 15
P Filtering Log Data, on page 16
» Detailed information on Log Field Values, on page 23

Viewing Stored Log Data

The log entries that are stored in the log archives (as defined by your StoneGate
administrator) can be retrieved for viewing at any time. By default, the Monitoring
Client shows the stored logs. You can specify the time range for which you want to
display the logs (see Specifying a Time Range, on page 14). You can further narrow
down the focus by selecting a filter (see Filtering Log Data, on page 16).

If you have activated the Current Logs mode, you must deactivate it to view the stored
logs.

V¥V To view stored logs
€ Click the active Current Logs button. Current Logs is deactivated, and log
entries that are stored on the Log Server are displayed.

Specifying a Time Range

V¥V To specify a time range

1. Select the time range for which you want to view logs in the time fields in the
Query panel. If you want to manually specify the start and end date and times,
select Custom.

2. Enter the date and time in the time field or click the button next to the time field
to open a calendar for selecting a date. If you selected Custom as the time
period, you must enter both a start date and time and an end date and time.

3. Click the Backward or the Forward button to select whether you want to view
logs generated before the selected point of time (the Backward option) or after
the selected point of time (the Forward option).

4. Click Apply. The log data is refreshed, and only logs from the selected time
range are displayed. The selected time range is visualized in the timeline below
the log entry table.
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Navigating in the Timeline

Once you have specified a time range, you can navigate within the selected time range
in the timeline.

Illustration 2.3 Timeline in the Log Entry Table
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V¥ To navigate in the Timeline
€ Drag the endpoint arrow left or right to move the selected time range.

Selecting Log Data Columns to View

The first time your Monitoring Client starts, a limited number of log data columns are
shown. You can customize the column selection according to your needs. It is a good
idea to keep the number of columns selected for viewing to a minimum, and use the
Info Panels for checking the details of log entries.

V¥ To select columns in the Monitoring Client
1. Select View—Column Selection from the menu. The Column Selection dialog

opens. The right side of the window shows a list of the columns that are
currently displayed.

Illustration 2.4 Column Selection
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2. Select the column(s) you want to view from the list on the left and click Add to
add them to the list on the right. If you want to remove a column from the list of
displayed columns on the right, select it and click Remove.
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Note - Select a manageable number of columns to view. You can always view the
full details of each log entry in the Details and Situation panels of the Monitoring
Client.

3. To change the order of the displayed columns, select a column name in the list
on the right and click the Up or Down button to move it in the list.

4. (Optional) Select the Show Summary Column checkbox if you want to display a
column containing a summary of the log entry.

5. Click OK to save the column selection. The selected columns are now shown in
the Monitoring Client.

Selecting the Time Zone
You can select the time zone you want to use for viewing the logs in the Monitoring
Client. The times on screen are automatically converted to use the chosen time zone.

V¥ To select the time zone

1. Click the time zone displayed at the status bar at the bottom of the Monitoring
Client window (shown as a City/Country pair or a three-letter code). A menu
opens.

2. Browse to the correct time zone, and select it. The entries in the Logs view are
now displayed in the time of your chosen time zone.

Filtering Log Data

16

You can use filters to select only the log entries fulfilling certain criteria from the bulk
of log data. Your StoneGate administrator most likely already restricts the log data you
can view, but in addition to that, you can create temporary filters in the Monitoring
Client yourself. For example, if you encounter an interesting log entry when viewing
logs, you might decide to examine whether there are other entries like that.
There are two ways to create these temporary filters:
+ Directly in the Monitoring Client, as explained below in Creating Simple Filters and in
Using the Query Panel, on page 17.
+ By using the Filter Properties window. See Creating Filters in the Filter Properties
Window, on page 18.

Creating Simple Filters

If you want to create a simple filter, and you can easily find a matching entry in the Log
Entry Table, it is convenient to create the filter directly in the Details panel. If you want
to create a more complex filter, or you are unable to quickly find a matching entry,
create the filter in the Filter Properties window as instructed in Creating Filters in the
Filter Properties Window, on page 18.
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To create temporary filters from the Details Panel
Select the appropriate log entry in the log table. In the Details panel, the log
entry is displayed in more detail.
- If the Details panel is not shown, select View—Tools—Details from the menu.
2. Drag-and-drop the item(s) to the <Match All> row in the Query panel.
+ Alternatively, you can right-click one of the selected items and select Add to
Current Filter. The selected item(s) appear on a new row in the Query panel.
3. Repeat Step 2 as many times as necessary, if you want to add more items to
the filter.
+ You can add several items to the same row in the Query panel or put them on
different rows.
- To add more rows to the filter, click the Add Row button in the Query panel.
4. (Optional) If you want to use a permanent filter as part of the temporary filter,
click the Select button and select a filter.
5. (Optional) You can also select other options in the Query panel to define which
logs are displayed:
- Select log data type from the drop-down menu.
- Select a time range for the logs (see Specifying a Time Range, on page 14).
6. Click Apply. The filter is activated and the logs or alerts are filtered
correspondingly.
To see all logs again without any filtering, select all the rows in the temporary filter,
right-click and select Disable. Click Apply. The temporary filter can be re-enabled as
long as the Monitoring Client is open.

- <

Using the Query Panel

The Query panel provides flexible tools that allow you to quickly create and modify
filters.

V¥V To create or modify a filter in the Query panel
1. Add and remove filtering criteria:

- Add new items by dragging-and-dropping items from the log table to the Query
panel.

+ You can also add items by right-clicking log entry details and selecting Add
Filter.

- Deactivate individual items by right-clicking their row and selecting Disable from
the menu that opens.

+ Remove items by right-clicking their row and selecting Delete from the menu
that opens.

- Add predefined filters as rows in the Query panel by clicking the Select icon
above the list of filters, selecting one or more filters in the Select dialog that
opens and clicking Select.

2. (Optional) Select and to require all enabled items to match, or select or to
require only one of the enabled items to match.

Filtering Log Data 17
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3. (Optional) To negate an item, check the checkbox before the filter.

To see all logs again without any filtering, select all the rows in the temporary filter,
right-click and select Disable. Click Apply. The temporary filter can be re-enabled as
long as the Monitoring Client is open.

Creating Filters in the Filter Properties Window

If you want to create a simple filter, and you can easily find a matching entry in the Log
Entry Table, it is convenient to create the filter directly in the Details panel as
explained in Creating Simple Filters, on page 16. If you want to create a more complex
filter, or you are unable to quickly find a matching entry, use the Filter Properties
window instead as instructed below.

V¥  To create temporary filters in the Filter Properties window
1. Click the New icon above the filter list in the Query panel and select Filter. The
Filter Properties window opens.

Illustration 2.5 Filter Properties
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2. Construct the filter by dragging and dropping items from the left panel to the
right panel:
- Select fields from the Fields tab.
- Select Operations from the Operations tab.
- Add values to the fields.
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+ See the sections below for detailed information on selecting fields and
operations, and adding field values, as well as setting the Undefined Value
Policy.

Once the filter is ready, click Apply to close the Filter Properties window.

Click Apply in the Query panel. The log data in the Monitoring Client is now

filtered based on the filter you just created. The filter is listed in the filter list in

the Query panel as long as you keep the Monitoring Client open.

Selecting an Operation

Operations are the basic building blocks that allow you to construct filters of varying
complexity. By combining different operations into one filter, you can easily create a
filter that shows you only the log entries you want to see. The three logical operations
(AND, OR, and NOT) are the most important ones.

v

1.

2.

To select an operation

Construct the new filter in the Filter Properties window, or open the properties of

an existing filter.

Either:

+ Click one of the logical operation icons in the toolbar in the Filter Properties
window.

+ Or drag and drop an operation from the Operations tab in the left panel to the
filter in the right panel.

TABLE 2.2 Logical Operations

Operator Effect
AND Logs match the filter only if all the rows under the AND
operation are true.
OR Logs match the OR operation if one of the rows under the OR
operation is true.
NOT Logs match the NOT operation if all the rows under the NOT
operation are false.

Adding Fields and Values

You must set values (for example an IP address range) for the fields you use in the
filter.

V¥ To define a field value

1.

Select a field type from the Fields tab in the left panel of the Filter Properties
window, or select All fields to display all fields. The individual fields you can add
to your filter are displayed in the panel.
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2. Select the field you want to add and drag it on the correct operation in the filter
you are constructing.

3. Right-click the field you just added and select Add and the value type you want
to add in the contextual menu that opens (the value types with the Add menu
item depend on what kind of field you have selected). A field for entering the

value appears.

4. Fill in the value in the field. If necessary, first activate the field by clicking it.

Setting the Undefined Value Policy

In the Filter Properties window, the Undefined Value Policy setting specifies how
fields used in the filter but missing from log data are handled when the filter is
applied. Selecting a setting for Undefined Value Policy is optional. In most cases, you
can leave the Undefined Value Policy at its default setting of False by Comparison.

TABLE 2.3 Undefined Value Policy Options

Option

Effect

False by
comparison

A field used in the filter but missing from log data is
considered to be false and it is ignored in the comparison. Log
data may still match depending on the filter’s structure.

False by filter

A field used in the filter but missing from log data is
considered to be false. Log data does not match the filter.

True by filter

A field used in the filter but missing from log data is
considered to be true. Log data matches the filter.

Undefined

A field used in the filter but missing from log data is
considered to be undefined. Whether the log data matches
the filter or not depends on the component which uses the
filter.

Modifying Filters

V¥  To modify filters

€ Right-click the filter in the Query panel and select Properties from the menu
that opens. Modify the filter in the Filter Properties window as explained in
Creating Filters in the Filter Properties Window, on page 18.

Copying Extracts of Log Data
You can select parts of the log data to be copied to some other application, for
example, a text editor.
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Printing

|

To copy log data to another application

In the Monitoring Client, select a log data entry in the Log Entry Table. In order to
select multiple entries, hold down the ctrl or shift key while selecting the entries.
Right-click and select Copy in the menu that opens.

Open the application where you wish to copy the log data information and paste
the log data.

Extracts of Log Data

You can also print extracts of log data directly from the Monitoring Client. The data is
printed according to what is displayed in the log data columns. To specify which
columns are displayed, see Selecting Log Data Columns to View, on page 15.

v
1.

2.

To print an extract of log data

Select the log entries you want to print.

+ Ctrl- or Shift-click to select several log entries.

Right-click one of the selected entries and select Print from the menu that
opens. The print dialog for your installed printer opens.

Select your printing options and click OK. The log data information for the visible
columns is printed according to the settings of the computer you are using.

Printing Extracts of Log Data 21
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APPENDIX A

Log Field Values

The following sections are included:

Log Entry Table, on page 24

Facility Field Values, on page 26

Type Field Values, on page 27

Action and Event Occurrences, on page 28

VPN-Related Information Messages, on page 29

Syslog Entries, on page 30

Log Fields Controlled by the Additional Payload Option, on page 31
Connection States, on page 32
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Log Entry Table

The following table lists all fields of the log entry table.

TABLE A.1 Fields of the Log Entry Table

24

Field Description
Creation Time Entry creation time
Sender Firewall or server node IP address that passes this information
Situation The identifier of the situation that caused this event to be sent
Src Addr Packet source IP address
Dst Addr Packet destination IP address
Src Port Packet source protocol port
Dst Port Packet destination protocol port
Severity Severity of the situation.
- Firewall subsystem. For more information on facility values, see Table
Facility
A.2
Log entry severity type. For more information on type values, see Table
Type
A.3
Logged event, e.g., New connection, Connection closed, Connection
Event )
discarded
Action Connection action. The action values are Discard, Allow, Wait for
further actions, Refuse, and Wait for authentication
Protocol Connection IP protocol
Rule tag value of acceptance rule. When clicking on the cell, you get a
Rule Tag Rule definition dialog box indicating the name of the policy, sub-policy,
or template that generated the log record
NAT Src Addr Translated packet source IP address
NAT Dst Addr Translated packet destination IP address
NAT Src Port Translated packet source protocol port
NAT Dst Port Translated packet destination protocol port
Src IF Defined source interface number for the firewall cluster
Protocol Agent Protocol Agent numerical code.
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TABLE A.1 Fields of the Log Entry Table (Continued)

Field

Description

Alert

Firewall Engine-generated system or custom alert.

Syslog

Syslog is a system service used in some operating systems, e.g.,
UNIX- and software packages. It is not a real standard but a de-facto
standard that transports events and log information in UNIX server
environment. For more information on syslog and syslog types, refer
to RFC 3164

ICMP type

The Internet Control Message Protocol is an extension to the Internet
Protocol (IP) that supports packets containing error, control and
informational messages. ICMP messages are sent using the basic IP
header. The first octet of the data portion of the datagram is an ICMP
“type” field. For more information, refer to RFC 792 and RFC 950

ICMP code

ICMP code attribute. Many of the ICMP types have a code field. ICMP
code provides further information about message type (i.e., network
unreachable). For more information, refer to RFC 792 and RFC 950

ICMP ID

ICMP identifier recorded by the engine when ICMP packets pass
through the firewall. ICMP identifier may be used by the echo sender
to aid in matching the replies with the echo requests. For example,
the identifier might be used like a port in TCP or UDP to identify a
session. For more information on ICMP ID and the ICMP protocol,
refer to RFC 792 and RFC 950

IPsec SPI

The IPsec Security Parameter Index is the connection identifier of an
IPsec connection. IPsec is a set of protocols supporting secure
exchange of packets. Used for the implementation of VPNs, it
provides transport and tunnel encryption modes. IPsec is defined in
RFC 2401

Round trip

Round trip time for outbound Multi-Link link testing. Time indicated is
from sending queries to the first reply. The unit is 0.01 seconds

Elapsed time

Elapsed time of connection in seconds. It will be indicated only when
accounting entries are created, that means, when a connection is
closed

Bytes sent

Number of bytes sent during connection. As it happens with the
elapsed time, the bytes sent will be indicated just when accounting
entries are created

Bytes rcvd.

Number of bytes received during connection

Auth. user

Username of authorized user

Src VLAN

Source VLAN ID number (up to 4095)
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TABLE A.1 Fields of the Log Entry Table (Continued)

Field Description
Irgfeosr;naagteion Informative message to further explain the entry
Reception time Time when the entry was received by the log server
NAT_RULE_ID The rule number of the NAT rule that lead to the log creation
DstIF Destination interface of firewall
AUTH_RULE_ID The rule number of the authorization rule that lead to the log creation

Facility Field Values

The following table lists the possible values for the Facility field in the log table.

TABLE A.2 Facility Field Values

Value

Accounting

Authentication

Cluster Daemon

Cluster Protocol

Connection Tracking

Data Synchronization

DHCP Client

DHCP Relay

IPsec

Load Balancing Filter

License

Logging System

Log Server

Invalid

Management
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TABLE A.2 Facility Field Values (Continued)

Value

Monitoring

Network Address Translation

NetLink Incoming HA

Packet Filter

Protocol Agent

Server Pool

SNMP Monitoring

State Synchronization

System

Syslog

Tester

Undefined

User Defined

Type Field Values

The following table lists the possible values for the Type field in the log table.

TABLE A.3 Type Field Values

Value

Critical Error

Debug high

Debug low

Debug mid

Diagnostic

Emergency - System Unusable

Error



TABLE A.3 Type Field Values (Continued)

Value

Informational

Internal Max

Max

Notification

System Alert

Undefined

Warning

Action and Event Occurrences

The following table show the most common log occurrences for the Action and Event
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fields.

TABLE A.4 Action and Event Occurrences

Action Event Description
Allow New connection A new connection is allowed through the firewall
Allow Related Connection A related connection is allowed through thg
firewall. For example, an FTP data connection
A related packet is allowed through the firewall.
Allow Related Packet For instance, ICMP error messages related to an
earlier TCP connection
Allow New VPN connection A new VPN connection is allowed through the
firewall
Discard Connection Discarded A connection is discarded by the firewall
Discard Packet Discarded A packet is discarded by the firewall
Refused Connection Refused A connection is refused by the firewall
Authentication service
started Both messages together indicate firewall startup
Went Online
New conflgurgtlon New configuration is installed on the firewall
successfully installed
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TABLE A.4 Action and Event Occurrences (Continued)

Action Event Description

Security Policy reload New security policy is loaded on the firewall

A successful engine login causes an event that is displayed in the Log and Alert
Browser with the following type of message in the Info Message field: date time
login[id] : USERNAME LOGIN on ‘device’. A failed login causes an info message of
the following type: date time login[id] :FAILED LOGIN (#) on ‘device’ FOR
‘UNKNOWN .

VPN-Related Information Messages

The table below lists the most common VPN-related log messages. Some messages
can only be seen when the VPN diagnostics are enabled. The messages listed below
appear in the logs as part of IPsec info, Diagnostic, or Warning messages. Note that
the messages may be different between different engine versions. The messages
below are valid at least for StoneGate Firewall/VPN 3.0 and earlier.

TABLE A.5 Common VPN-related Log Messages

Information Message Description
This message is visible only when IPsec diagnostics are
enabled.
The gateway did not find the packet a part of any
No IKE SA found [...] connection with an existing VPN tunnel. Negotiation of a

new VPN tunnel follows.

Repeated negotiations for the same connection are
normal in a Multi-Link environment.

IKE Phase-1 negotiations were successfully completed,
Phase-2 negotiations should begin.

Which message is displayed depends on whether the

gateway is the initiator or the responder in the
negotiation.

IKE Phase-1 initiator done
IKE Phase-1 responder done

IKE Phase-2 negotiations were successfully completed.
The VPN tunnel is now established and ESP or AH

IKE Phase-2 initiator done message(s) should appear shortly.

IKE Phase-2 responder done Which message is displayed depends on whether the
gateway is the initiator or the responder in the
negotiation.
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TABLE A.5 Common VPN-related Log Messages (Continued)

Information Message

Description

ESP [...]
AH[...]

Traffic going through the VPN tunnel. When you enable
IPsec diagnostics you may see more of these
messages.

Remote identity [...] used in IKE
negotiation doesn’'t match to
policy [...]

The IKE Phase 1 ID defined for the external security
gateway in StoneGate is different from the ID with which
the gateway actually identified itself. The ID and its type
are set for each tunnel End-Point in the properties of
the external Gateway.

SPD doesn’t allow connection [...]

Most likely indicates that the Site definitions do not
match the IP addresses used. Check the addresses
included under the Sites for both Gateways, and also
that the translated addresses are included under the
Site, if NAT is used for communications inside the VPN.

Can not get QM policy [...]

Indicates that there is a mismatch in granularity
settings between the negotiating gateways.

In StoneGate, granularity is controlled with the Security
Association Granularity setting on the IPsec Settings
tab of the VPN Profile properties.

Can not get policy [...] No
matching connection

May indicate that the gateway has no valid VPN
certificate.

[...] No proposal chosen

IKE negotiations failed because of a mismatch in the
configurations of the two negotiating parties. You must
define a matching pair for all settings; double-check all
settings at both ends.

[...] Payload malformed [...]

Most likely due to a mismatch in preshared keys
between the initiator and the responder. May also be
due to corruption of packets in transit.

Syslog Entries

The following table presents the categories for messages that appear in log entries

30

sent to an external syslog server.

TABLE A.6 Syslog Entries

Value

Clock daemon for BSD systems
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TABLE A.6 Syslog Entries (Continued)

Value

Clock daemon for System V systems

File transfer protocol

Kernel messages

Line printer subsystem

Mail system

Messages generated internally by syslogd

Network news subsystem

Network time protocol

Random user-level messages

Security/authorization messages

Security/authorization messages (private)

System daemons

UUCP subsystem

Log Fields Controlled by the Additional
Payload Option

The following table presents the log fields that may be logged when the Additional
Payload option is selected in inspection rule options.:

TABLE A.7 Additional Payload Log Fields

Value

DNS gname

FTP command

FTP reply

FTP server banner

HTTP header

HTTP header name
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TABLE A.7 Additional Payload Log Fields (Continued)

Value

HTTP request URI

HTTP request method

HTTP request version

ICMP field datagram reference

Imf encoded word

Imf header field

Imf token

SMTP command

SMTP misplaced command

SMTP recipient

SMTP reply

SMTP reverse path

SMTP server banner

Connection States

The following states are used in both the Connection Monitoring table in the State
column and (in part) in the Logs view in conjunction with info messages or logs on the
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closing of connections. They

reflect the standard states regarding the initiation and

termination of TCP connections as seen by the firewall in the transmissions. Table A.8

lists the possible states.

TABLE A.8 Connection Monitoring States

State Description
Related New connection related to an existing one is expected soon.
New New connection is being opened.

TCP established

Normal status of TCP connections for data transfer.

TCP closing

Chapter A: Log Field Values

Closing packet (FIN) sent by one end of the connection
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TABLE A.8 Connection Monitoring States (Continued)

State

Description

TCP syn seen

Very first packet sent by one end of the connection.

One end of the connection waits for sending FIN packet (active

TCP fin wait 1

close).
TCP fin wait 2 One end of the connection waits for receiving ACK packet.
TCP time wait One end of the connection acknowledged closing packet (FIN).

TCP close wait

One end of the connection waits for the FIN packet (passive
close).

TCP last ack

One end of the connection sent a FIN packet (passive close).

TCP syn ack seen

Second phase of the TCP three-way handshake, the server
has replied to client sent SYN with SYN+ACK, next status will
be established.

TCP time wait ack

Waiting ACK for the FIN status before going to time wait status
(active close).

TCP closing ack

Waiting ACK for the FIN before going to closing status (active
close).

TCP close wait ack

Waiting ACK for the FIN before going to close wait status
(passive close).

UDP established

UDP connection is recognized.

ICMP echo

Ping reply is expected.

ICMP reply wait

Other ICMP request/reply types.

IPsec established

IPsec tunnel packet is recognized.

CP established

StoneGate cluster protocol packet is recognized.

Unknown established

Connection from other transport level protocol.

Remove

Connection cannot be physically removed yet.

Remove soon

Expecting to still see some packets (multiple reset packet), so
delaying the removal for a few seconds. Eliminates
unnecessary packet filtering and possible logging of dropped
packets.

Invalid

The communication has violated the protocol.
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TABLE A.8 Connection Monitoring States (Continued)

State Description

Something unexpected has happened (for example, memory
Unknown corruption) and the node has an inconsistent status of the
connection.
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Licenses

Legal Information

Stonesoft products are sold pursuant to their relevant End-User License Agreements.
By installing or otherwise using Stonesoft products in any way, end-users agree to be
bound by such agreement(s). See Stonesoft's website, www.stonesoft.com for further
details.

If Licensee is acquiring the Software, including accompanying documentation on
behalf of the U.S. Government, the following provisions apply. If the Software is
supplied to the Department of Defense (“DoD”), the Software is subject to “Restricted
Rights”, as that term is defined in the DOD Supplement to the Federal Acquisition
Regulations (“DFAR”) in paragraph 252.227-7013(c) (1). If the Software is supplied to
any unit or agency of the United States Government other than DOD, the Government’s
rights in the Software will be as defined in paragraph 52.227-19(c) (2) of the Federal
Acquisition Regulations (“FAR”). Use, duplication, reproduction or disclosure by the
Government is subject to such restrictions or successor provisions.

Product Export Restrictions

The products described in this document are subject to export control under the laws
of Finland and the European Council Regulation (EC) N:o 1334/2000 of 22 June 2000
setting up a Community regime for the control of exports of dual-use items and
technology (as amended). Thus, the export of this Stonesoft software in any manner is
restricted and requires a license by the relevant authorities.
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Patent Notice

End-User

Multi-Link, Multi-Link VPN, and the StoneGate clustering technology—as well as other
technologies included in StoneGate—are protected by pending patent applications in
the U.S. and other countries.

Licence Agreement

STONEGATE TM END USER LICENSE AGREEMENT 2-2006

This End User License Agreement (the “Agreement”) is an agreement between the legal entity using the Stonesoft
StoneGate Software and, if applicable, StoneGate Hardware on which such Software was installed, including all individuals
using the Software on behalf of the legal entity (“Licensee”) and Stonesoft Corp., a corporation organized under the laws of
Finland (“Stonesoft”) with its principal place of business at Itédlahdenkatu 22 A, Helsinki FIN-00210, Finland.

PLEASE READ CAREFULLY THE TERMS OF THIS AGREEMENT PRIOR TO FIRST USE OF YOUR STONEGATE APPLIANCE OR
SOFTWARE. BY USING ANY PART OF THE STONESOFT PRODUCT OR COPYING THE STONESOFT SOFTWARE IN ANY WAY, YOU
AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS YOU MAY NOT
USE THE SOFTWARE. IN THIS CASE YOU ARE ENTITLED, PRIOR TO THE FIRST USE OF THE SOFTWARE, TO RETURN YOUR
STONEGATE APPLIANCE OR SOFTWARE TO THE PLACE OF PURCHASE FOR A FULL REFUND.

Definitions

“Appliance” means the Hardware together with the installed Software.

“Channel Partner” means distributors and resellers authorized by Stonesoft or its distributors to sell the StoneGate
Product.

“Hardware” means the Stonesoft StoneGate hardware on which the Software operates, which is delivered to Licensee with
the Software pre-installed if Licensee has purchased a StoneGate Appliance.

“License File” means the file, which enables the Product to operate. This file can be generated by Licensee from
Stonesoft’s website at www.stonesoft.com, by using the Proof of License, which is provided to Licensee along with the
Product.

“Product” means the StoneGate product(s) delivered under this Agreement, consisting of the Software, any tools,
documentation, or associated materials that may accompany such delivery and, if applicable, the Hardware.

“Proof of License” means the code provided by Stonesoft to Licensee, along with the Product, for the License File creation.

“Software” means the object code copy of the StoneGate Firewall and VPN software solution developed by Stonesoft and all
third party software that Stonesoft may license from third parties and deliver to the Licensee as part of the Software, as
well as all related manuals and other documentation and any future upgrades provided by Stonesoft or its Channel Partner
under this Agreement or any related maintenance agreement. Specifically excluded from this definition, are all software
components licensed under the terms of the GNU General Public License or the GNU Lesser General Public License, as
published by the Free Software Foundation (for example, software components relating to the Linux operating system
kernel). Such components are distributed to you solely under the terms of those respective licenses, copies of which you
have received along with the Software.

1. grant of License

1.1 Subject to the terms and conditions of this Agreement, and subject to the payment of the agreed purchase price of
the Product, Licensee is granted a non-exclusive, non-transferable, non-assignable license for one (1) installation of the
Software, and any upgrades thereto, only for the use and configuration specified in the License File. If Hardware is
delivered, Licensee is entitled to use the Software only on the Hardware on which it was pre-installed and only in
accordance with the relevant end user documentation provided by Stonesoft or its Channel Partner.

1.2 In the event of a warranty replacement, Licensee may use the License File on a replacement Product. In such case,
the terms of this Agreement shall apply to the use of the Software on the replacement Product.

1.3 Licensee may use the Products only in its own internal business operations. Licensee will not (i) allow others or
develop methods for others to use the Products, (ii) rent the Products, (iii) use the Products for providing services to third
parties or (iv) make the Products available on a time-sharing basis without a prior written consent of Stonesoft.

1.4 Licensee may make a reasonable number of back-up copies of the Software and any future upgrades. Licensee will
reproduce all confidentiality and proprietary notices on each of these copies. Licensee may not (or permit others to)
otherwise copy, reproduce, transfer, assign, sub-license, distribute, translate, modify, adapt, decompile, decipher,
disassemble or reverse engineer the Software except to the extent expressly authorized by law.

1.5 Should Licensee purchase only Software to be used together with other hardware than specified in this agreement,
Licensee may use Software only for the number of IP addresses (actual number of IP addresses on the trusted side of the
firewall calculated without any technology changing or hiding the IP address information) specified in the sales agreement
or in License file.
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1.6 This Subsection 1.6 shall apply if Licensee is licensing the Product for evaluation purposes:

1.6.1 The evaluation license is valid for a single period of thirty (30) days from the delivery of the Product
(“Evaluation Period”), and is designed to allow Licensee to evaluate a single copy of the Product in a single computer during
such period. Licensee may use the evaluation licenses only for the purposes of internal evaluation and testing and not in a
production environment.

1.6.2 In the event that Licensee wishes to enter into a longer-term license agreement with Stonesoft that extends
after the end of the Evaluation Period, Licensee may request a License File from Stonesoft which, if provided to Licensee,
will allow Licensee to use the Product after such Evaluation Period, but only subject to all of the terms and conditions of
this Agreement. In the event that Licensee determines not to enter into a licensing transaction with Stonesoft at the end of
the Evaluation Period, or in the event that Stonesoft advises Licensee that no End User license will be granted, then
Licensee’s rights under this Agreement shall terminate and Licensee shall promptly return to Stonesoft or destroy all copies
of the Product, and so certify to Stonesoft. The evaluation license shall expire automatically in the event of any breach of its
terms by Licensee.

1.6.3 The evaluation license is valid and may be used for one (1) Evaluation Period only. In case the evaluation
license is used beyond the Evaluation Period without a prior written approval by Stonesoft, Licensee shall be deemed to
have acquired a StoneGate End User License and in connection therewith becomes liable for paying the then-current
License Fee.

1.6.4 Notwithstanding any provision herein to the contrary, evaluation licenses are granted on an “as-is” basis and
Stonesoft makes no warranties of design, merchantability, fithess for a particular purpose or otherwise for such license and
in no event shall Stonesoft be liable for any direct, special, indirect, incidental or consequential damages related the use of
the Products during the Evaluation Period, even if Stonesoft has been advised of or otherwise has reason to know of the
possibility of such damages.

2. Software Maintenance and Support

2.1 Stonesoft provides support and maintenance and future upgrades for the Software only under a separate Support
and Maintenance Agreement for so long as these services are generally available.

3. Intellectual Property RIGHTS

3.1 Title to the Software and all patents, copyrights, trade secrets and other proprietary rights in or related thereto are
and will remain the exclusive property of Stonesoft and its licensors and subcontractors, whether or not specifically
recognized or perfected under the laws of the country where the Software is used or located. Licensee will not take any
action that jeopardizes such proprietary rights or acquire any right in the Software, except the limited license specified in
this Agreement. Stonesoft and its licensors will own all rights in any copy, translation, modification, adaptation or derivation
of the Software, including any improvement or development thereof.

4. Term And Termination

4.1  This Agreement is effective until terminated. Stonesoft may terminate this Agreement with immediate effect at any
time upon Licensee’s breach of any of the provisions hereof. Upon termination of this Agreement, Licensee agrees to cease
all use of the Products and to return to Stonesoft or destroy each copy of the Software and all documentation and related
materials in Licensee’s possession, and so certify to Stonesoft. Except for the license granted herein and as expressly
provided herein, the terms of this Agreement shall survive termination.

5. Indemnification

5.1 If notified promptly in writing of any action (and provided that Stonesoft has been promptly notified of all prior claims
relating to such action) brought against Licensee based on a claim that the unaltered Software supplied by Stonesoft to
Licensee under this Agreement infringes a patent or copyright, Stonesoft shall defend such action at its expense and pay
any costs or damages finally awarded in such action which are attributable to such claim, provided that Stonesoft shall have
sole control of the defense of any such action and all negotiations for its settlement or compromise.

5.2 If a final injunction is obtained against Licensee’s use of the Software by reason of infringement of a patent or
copyright, or if in Stonesoft’s opinion any of the Software supplied to Licensee hereunder is likely to become the subject of
a successful claim of infringement of a patent or copyright, Stonesoft shall, at its option and expense, either procure for
Licensee the right to continue using such Software or replace or modify the same so that it becomes non-infringing or, at
Stonesoft’s election, terminate this Agreement and provide Licensee a prorated refund (depreciated on a straight-line 3 year
basis) for the Product and accept its return.

5.3  Notwithstanding the foregoing, Stonesoft or its suppliers shall not have any liability to Licensee under this Section if
the infringement or claim is based upon (a) the use of the Software in combination with other equipment or software which
is not furnished by Stonesoft (if such claim would have been avoided were it not for such combination), (b) Software which
has been modified or altered by Licensee or (c) intellectual property rights owned Licensee or any of their respective
affiliates. No cost or expenses shall be incurred for the account of Stonesoft without the prior written consent of
Stonesoft.

5.4 THE FOREGOING STATES THE ENTIRE LIABILITY OF STONESOFT WITH RESPECT TO INFRINGEMENT OF PATENTS OR
COPYRIGHTS BY THE SOFTWARE OR ANY PART THEREOF.

6. Software Warranty AND Warranty Disclaimers

6.1 Stonesoft warrants that, for the warranty period of ninety (90) days from the date Licensee receives the original
License File, the Software will substantially conform to its specifications.
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6.2 Stonesoft’s or its suppliers or its Channel Partners’ entire liability and Licensee’s exclusive remedy, with respect to
the Software, shall be at Stonesoft’s option to either, (i) replace the Software; (ii) correct the defect through updates and/or
upgrades; or (iii) if prompt correction of the error or replacement of the Software is not reasonably feasible, refund to
Licensee of the purchase price paid for the Product upon return of the Product to Stonesoft by Licensee, in which case the
license for the Software shall terminate.

6.3 This limited warranty is void if the defect has resulted from accident, abuse, or misapplication or any other use not
consistent with the terms and conditions of this Agreement.

6.4 The Products are not designed, manufactured or intended for use in hazardous environments requiring fail-safe
performance, such as in the operation of nuclear facilities, aircraft navigation or communication systems, air traffic control,
weapons systems, direct life-support machines, or any other application in which the failure of the Product could lead
directly to death, personal injury, or severe physical or property damage or environmental damage (collectively, “High Risk
Activities”). Stonesoft and its Channel Partners expressly disclaim any express or implied warranty of fitness for High Risk
Activities.

6.5 EXCEPT FOR THE LIMITED WARRANTIES SET FORTH IN THIS SECTION, THE SOFTWARE IS PROVIDED ON AN “AS IS”
BASIS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED. STONESOFT DOES NOT WARRANT THAT THE
SOFTWARE WILL MEET THE LICENSEE’S REQUIREMENTS OR THAT ITS OPERATION WILL BE UNINTERRUPTED OR ERROR
FREE. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, STONESOFT DISCLAIMS ALL WARRANTIES, EITHER
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. Some jurisdictions do not allow the exclusion of implied warranties or
limitations on how long an implied warranty may last, so the above limitations may not apply to Licensee.

6.6 Warranties for any Hardware delivered to Licensee are found in the applicable Stonesoft Hardware Warranty
delivered with such Hardware, if applicable. No warranty to any Stonesoft or other Hardware is provided under this
Agreement.

7. LIMITATION OF LIABILITY

7.1 IN NO EVENT, WHETHER IN TORT, CONTRACT OR OTHERWISE, SHALL STONESOFT OR ITS SUPPLIERS BE LIABLE
TOWARDS LICENSEE OR ANY THIRD PARTY FOR ANY INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES,
COSTS, LOSS OR EXPENSE, (INCLUDING BUT NOT LIMITED TO LOST PROFITS, LOSS OR INTERRUPTION OF USE, LOSS OF
DATA, COST OF PROCUREMENT OF SUBSTITUTE GOODS OR TECHNOLOGY) ARISING OUT OF THE SUBJECT MATTER OF THIS
AGREEMENT IRRESPECTIVE OF WHETHER STONESOFT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Some
jurisdictions do not allow the exclusion or limitation of incidental or consequential damages, so the above limitation or
exclusion may not apply to Licensee.

7.2 UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER IN TORT, CONTRACT OR OTHERWISE,
SHALL STONESOFT OR ITS SUPPLIERS BE LIABLE FOR DAMAGES IN EXCESS OF THE PURCHASE PRICE OF THE RELEVANT
PRODUCT.

8. CONFIDENTIALITY

8.1 Licensee acknowledges and agrees that the Products incorporates confidential and proprietary information
developed or acquired by Stonesoft including but is not limited to technical or non-technical data, formulas, patterns,
compilations, devices, methods, techniques, drawings and processes related with the Software.

8.2 Licensee may use confidential information solely in accordance with this Agreement and will take all reasonable
precautions necessary to safeguard the confidentiality of such information. Licensee will hold in confidence and not
disclose, reproduce, distribute or transmit, directly or indirectly, in any form, by any means, or for any purpose the
confidential information except to those of its employees, agents, consultants or subcontractors who require access for
Licensee’s authorized use of the Products in accordance with the terms of this Agreement. Licensee will not allow the
removal or defacement of any confidentiality or proprietary notice placed on the Products or the related material.

8.3 Licensee shall not be restricted under this section 8 (Confidentiality) regarding information that Licensee
affirmatively establishes that (i) has or becomes generally available to the public other than as a result of an act or
omission of Licensee or any of its employees, agents, subcontractors or consultants (ii) was in the possession of Licensee
before receiving the information or material related with the Products (iii) is independently developed by Licensee, or (iv) is
required to be disclosed by law, court order or other legal process, provided that Licensee shall first provide Stonesoft with
prompt notice thereof.

9. EXPORT CONTROLS

9.1 Licensee agrees that the Products will not be shipped, transferred, or exported into any country or used in any
manner prohibited by any applicable law.

9.2 Licensee is specifically advised and acknowledges that exports of the Products are subject to compliance with the
export control regulations under the laws of Finland and/or the European Council (EC), as promulgated from time to time by
the relevant authorities. The Products shall not be exported or re-exported, directly or indirectly, (i) without all export or re-
export licenses and Finnish or other governmental approvals required by any applicable laws, or (ii) in violation of any
applicable prohibition against the export or re-export of any part of the Products.

9.3 In addition, Licensee acknowledges and understands that upon entry into the United States, Stonesoft Products
may become subject to U.S. export control laws and regulations. Licensee agrees to comply with all such applicable laws
and regulations and acknowledges that it has the responsibility to obtain license to export, re-export, or import said
products.
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10. EQUITABLE RELIEF

10.1 Licensee acknowledges that (i) any use or threatened use of the Software in a manner inconsistent with this
Agreement, or (ii) any other misuse of the confidential information of Stonesoft will cause immediate irreparable harm to
Stonesoft for which there is no adequate remedy at law. Accordingly, Licensee agrees that Stonesoft shall be entitled to
immediate and permanent injunctive relief from a court of competent jurisdiction in the event of any such breach or
threatened breach by Licensee. The parties agree and stipulate that Stonesoft shall be entitled to such injunctive relief
without posting a bond or other security; provided however that if the posting of a bond is a prerequisite to obtaining
injunctive relief, then a bond in the amount of $1000 shall be sufficient. Nothing contained herein shall limit Stonesoft’s
right to any remedies at law, including the recovery of damages from Licensee for breach of this Agreement.

11. Government Restricted Rights

11.1 |If Licensee is acquiring the Software, including accompanying documentation on behalf of the U.S. Government,
Licensee will receive no greater than Restricted Rights (as defined in FAR 52.227-14, FAR 52.227-19(c)(1-2) or DFAR
252.227-7013(c)(1)(ii), DFAR 252.221-7015(c), DFAR 252.227-7014 or DFAR 252.227-7018 as applicable). Use,
duplication, reproduction or disclosure by the Government is subject to such restrictions or successor provisions.

12. General

12.1 The terms of this Agreement may not be modified except by a written agreement issued by a duly authorized
representative of Stonesoft.

12.2  Licensee agrees to comply with all applicable data protection and other local laws that apply to licensee’s use of
the Product, including but not limited to EU Directive 94/46/EC, and Licensee agrees to fully indemnify Stonesoft against
any failure of Licensee to so comply with such local laws.

12.3 This Agreement is governed by the laws of Finland, without giving effect to the conflict of law principles thereof. The
application of the United Nations Convention of Contracts for the International Sale of Goods is expressly excluded. All
disputes arising under or relating to this Agreement shall be resolved exclusively in the appropriate Finnish court sitting in
Helsinki, Finland.

12.4 This Agreement sets forth all rights for the Licensee of the Products and is the entire agreement between the
parties. These terms supersede any other communications with respect to the license of the Software or use of the
Products. No provision hereof shall be deemed waived unless such waiver shall be in writing and signed by Stonesoft or a
duly authorized representative of Stonesoft. If any provision of these terms is held invalid, the remainder of these terms
shall continue in full force and effect.

Software Licensing Information

The StoneGate software includes several open source or third-party software
packages to support certain features. This section provides the appropriate software
licensing information for those products.

GNU General Public License

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software-to make sure the software
is free for all its users. This General Public License applies to most of the Free Software Foundation's software and to any
other program whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU
Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make
sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you
receive source code or can get it if you want it, that you can change the software or use pieces of it in new free programs;
and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender
the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you
modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them these
terms so they know their rights.
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We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty
for this free software. If the software is modified by someone else and passed on, we want its recipients to know that what
they have is not the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a
free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have
made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

1. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License. The "Program", below, refers to any such program or
work, and a "work based on the Program" means either the Program or any derivative work under copyright law: that is
to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into
another language. (Hereinafter, translation is included without limitation in the term "modification".) Each licensee is
addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of
warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and give any other
recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

c¢) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such an announcement,
your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its
terms, do not apply to those sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you also do one of the following;:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)
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10.

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program
or works based on it.

Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of
the Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both
it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version", you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11.

12.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO
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YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this
is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where
the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more
details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:
Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type “show c¢' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License. Of
course, the commands you use may be called something other than “show w' and “show c'; they could even be mouse-
clicks or menu items-whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for
the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
‘Gnomovision’ (which makes passes at compilers) written by James Hacker.
<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what
you want to do, use the GNU Library General Public License instead of this License.

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License,
version 2, hence the version number 2.1.]
Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU

General Public Licenses are intended to guarantee your freedom to share and change free software-to make sure the
software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages-typically libraries-
-of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular
case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish); that you
receive source code or can get it if you want it; that you can change the software and use pieces of it in new free programs;
and that you are informed that you can do these things.
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To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to
surrender these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or
if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that
we gave you. You must make sure that they, too, receive or can get the source code. If you link other code with the library,
you must provide complete object files to the recipients, so that they can relink them with the library after making changes
to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives you
legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know that what they have is not the original version, so
that the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company
cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder. Therefore, we
insist that any patent license obtained for a version of the library must be consistent with the full freedom of use specified
in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU
Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary General
Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.
When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally
speaking a combined work, a derivative of the original library. The ordinary General Public License therefore permits such
linking only if the entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria
for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over competing non-
free programs. These disadvantages are the reason we use the ordinary General Public License for many libraries. However,
the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so
that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent
case is that a free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting
the free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a
large body of free software. For example, permission to use the GNU C Library in non-free programs enables many more
people to use the whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a
program that is linked with the Library has the freedom and the wherewithal to run that program using a modified version of
the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference
between a "work based on the library" and a "work that uses the library". The former contains code derived from the library,
whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also
called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application
programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A "work
based on the Library" means either the Library or any derivative work under copyright law: that is to say, a work containing
the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source
code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts
used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running a program using the Library is not restricted, and output from such a program is covered only if its contents
constitute a work based on the Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of
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warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and distribute a copy of
this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and copy
and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any
change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that
uses the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to
ensure that, in the event an application does not supply such function or table, the facility still operates, and performs
whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be
optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Library, and can be reasonably considered independent and separate works in themselves, then this License, and its
terms, do not apply to those sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Library, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of
who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent
is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library)
on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of the
Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU General
Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public
License has appeared, then you can specify that version instead if you wish.) Do not make any other change in these
notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License applies
to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used
for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access to
copy the source code from the same place satisfies the requirement to distribute the source code, even though third
parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being
compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the
Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the Library
(because it contains portions of the Library), rather than a "work that uses the library". The executable is therefore covered
by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the work
may be a derivative work of the Library even though the source code is not. Whether this is true is especially significant if
the work can be linked without the Library, or if the work is itself a library. The threshold for this to be true is not precisely
defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small
inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally
a derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)
Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of
Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked directly with the
Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library to
produce a work containing portions of the Library, and distribute that work
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under terms of your choice, provided that the terms permit modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are
covered by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you
must include the copyright notice for the Library among them, as well as a reference directing the user to the copy of this
License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an executable
linked with the Library, with the complete machine-readable "work that uses the Library", as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable containing the modified
Library. (It is understood that the user who changes the contents of definitions files in the Library will not necessarily be
able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run
time a copy of the library already present on the user's computer system, rather than copying library functions into the
executable, and (2) will operate properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the
above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs needed
for reproducing the executable from it. However, as a special exception, the materials to be distributed need not include
anything that is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so
on) of the operating system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library together in an
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with other
library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution
of the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these
two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this License
will not have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to
modify or distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Library (or any work based on the Library), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license
from the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions. You may
not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system
which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.
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This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.
13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns. Each version is given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of that version
or of any later version published by the Free Software Foundation. If the Library does not specify a license version number,
you may choose any version ever published by the Free Software Foundation.
14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible
with these, write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY
15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OROTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFYAND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER
SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries
If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making it free
software that everyone can redistribute and change. You can do so by permitting redistribution under these terms (or,
alternatively, under the terms of the ordinary General Public License).
To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to
most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to
where the full notice is found.
<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>
This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later
version.
This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty
of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more
details.
You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to the Free
Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Also add information on how to contact you by electronic and paper mail. You should also get your employer (if you work as
a programmer) or your school, if any, to sign a "copyright disclaimer" for the library, if necessary. Here is a sample; alter the
names:
Yoyodyne, Inc., hereby disclaims all copyright interest in the library “Frob' (a library for tweaking knobs) written by James
Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice
That's all there is to it!

OpenSSL Toolkit
This software includes the OpenSSL toolkit.
LICENSE ISSUES
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The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the original SSLeay
license apply to the toolkit. See below for the actual license texts. Actually both licenses are BSD-style Open Source
licenses. In case of any license issues related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2000 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer
in the documentation and/or other materials provided with the distribution.

All advertising materials mentioning features or use of this software must display the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)”

The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact openssl-core@openssl.org.

Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names without prior
written permission of the OpenSSL Project.

Redistributions of any form whatsoever must retain the following acknowledgment: ‘This product includes software
developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young, (eay@cryptsoft.com). This product includes software
written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). The implementation was written so as to
conform with Netscape’s SSL. This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this distribution, be it the RC4, RSA, Ihash,
DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is covered by the same
copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com). Copyright remains Eric Young's, and as such any
Copyright notices in the code are not to be removed. If this package is used in a product, Eric Young should be given
attribution as the author of the parts of the library used. This can be in the form of a textual message at program startup or
in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer
in the documentation and/or other materials provided with the distribution.

All advertising materials mentioning features or use of this software must display the following acknowledgement: “This
product includes cryptographic software written by Eric Young (eay@cryptsoft.com)” The word ‘cryptographic’ can be left out
if the rouines from the library being used are not cryptographic related:-).

If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must
include an acknowledgement: ‘This product includes software written by Tim Hudson (tih@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this
code cannot simply be copied and put under another distribution licence [including the GNU Public Licence.]
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OpenLDAP

This software includes the OpenLDAP client developed by The OpenLDAPFoundation. Original version of the OpenLDAP client
can be downloaded from http://www.openldap.org

This software includes the OpenLDAP server.

The OpenLDAP Public License

Version 2.7, 7 September 2001

Redistribution and use of this software and associated documentation ("Software"), with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a version number.
You may use the Software under terms of this license revision or under the terms of any subsequent revision of the license.
THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND CONTRIBUTORS “AS IS” AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OPENLDAP FOUNDATION OR ITS CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

OpenLDAP is a trademark of the OpenLDAP Foundation.

Copyright 1999-2001 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved. Permission to copy
and distributed verbatim copies of this document is granted.

libradiusl

This software includes the 1ibradiusl package.

Copyright (C) 1995,1996,1997,1998 Lars Fenneberg <If@elemental.net>

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby granted, provided
that this copy ight and permission notice appear on all copies and supporting documentation, the name of Lars Fenneberg
not be used in advertising or publicity pertaining to distribution of the program without specific prior permission, and notice
be given in supporting documentation that copying and distribution is by permission of Lars Fenneberg.

Lars Fenneberg makes no representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

Copyright 1992 Livingston Enterprises, Inc.

Livingston Enterprises, Inc. 6920 Koll Center Parkway Pleasanton, CA 94566

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby granted, provided
that this copyright and permission notice appear on all copies and supporting documentation, the name of Livingston
Enterprises, Inc. not be used in advertising or publicity pertaining to distribution of the program without specific prior
permission, and notice be given in supporting documentation that copying and distribution is by permission of Livingston
Enterprises, Inc.

Livingston Enterprises, Inc. makes no representations about the suitability of this software for any purpose. It is provided
"as is" without express or implied warranty.

[C] The Regents of the University of Michigan and Merit Network, Inc. 1992, 1993, 1994, 1995 All Rights Reserved.
Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all copies of the software and
derivative works or modified versions thereof, and that both the copyright notice and this permission and disclaimer notice
appear in supporting documentation.

THIS SOFTWARE IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE REGENTS OF
THE UNIVERSITY OF MICHIGAN AND MERIT NETWORK, INC. DO NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE
SOFTWARE WILL MEET LICENSEE'S REQUIREMENTS OR THAT OPERATION WILL BE UNINTERRUPTED OR ERROR FREE. The
Regents of the University of Michigan and Merit Network, Inc. shall not be liable for any special, indirect, incidental or
consequential damages with respect to any claim by Licensee or any third party arising from use of the software.

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.
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License to copy and use this software is granted provided that it is identified as the “RSA Data Security, Inc. MD5 Message-
Digest Algorithm” in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as “derived from the RSA
Data Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing the derived work. RSA Data
Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this
software for any particular purpose. It is provided “as is” without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

TACACS+ Client

This software contains TACACS+ client.

Copyright (c) 1995-1998 by Cisco systems, Inc.

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby granted, provided
that this copyright and permission notice appear on all copies of the software and supporting documentation, the name of
Cisco Systems, Inc. not be used in advertising or publicity pertaining to distribution of the program without specific prior
permission, and notice be given in supporting documentation that modification, copying and distribution is by permission of
Cisco Systems, Inc.

Cisco Systems, Inc. makes no representations about the suitability of this software for any purpose. THIS SOFTWARE IS
PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

MD5C.C - RSA Data Security, Inc., MD5 message-digest algorithm

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the “RSA Data Security, Inc. MD5 Message-
Digest Algorithm” in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as “derived from the RSA
Data Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of
this software for any particular purpose. It is provided “as is” without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

libwww

This software contains libwww software.

Copyright © 1995-1998 World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.

This program is distributed under the W3C's Intellectual Property License. This program is distributed in the hope that it will
be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See W3C License http://www.w3.org/Consortium/Legal/ for more details.

Copyright © 1995 CERN. "This product includes computer software created and made available by CERN. This
acknowledgment shall be mentioned in full in any product which includes the CERN computer software included herein or
parts thereof."

W3C® SOFTWARE NOTICE AND LICENSE

http://www.w3.org/Consortium/Legal/2002/copyright-software-20021231

This work (and included software, documentation such as READMEs, or other related items) is being provided by the
copyright holders under the following license. By obtaining, using and/or copying this work, you (the licensee) agree that
you have read, understood, and will comply with the following terms and conditions.

Permission to copy, modify, and distribute this software and its documentation, with or without modification, for any purpose
and without fee or royalty is hereby granted, provided that you include the following on ALL copies of the software and
documentation or portions thereof, including modifications:

1. The full text of this NOTICE in a location viewable to users of the redistributed or derivative work.

2. Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If none exist, the W3C Software
Short Notice should be included (hypertext is preferred, text is permitted) within the body of any redistributed or derivative
code.

3. Notice of any changes or modifications to the files, including the date changes were made. (We recommend you
provide URIs to the location from which the code is derived.)

THIS SOFTWARE AND DOCUMENTATION IS PROVIDED "AS IS," AND COPYRIGHT HOLDERS MAKE NO REPRESENTATIONS OR
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE ANY
THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.
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COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF ANY USE OF THE SOFTWARE OR DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity pertaining to the software
without specific, written prior permission. Title to copyright in this software and any associated documentation will at all
times remain with copyright holders.

This formulation of W3C's notice and license became active on December 31 2002. This version removes the copyright
ownership notice such that this license can be used with materials other than those owned by the W3C, reflects that ERCIM
is now a host of the W3C, includes references to this specific dated version of the license, and removes the ambiguous
grant of "use". Otherwise, this version is the same as the previous version and is written so as to preserve the Free
Software Foundation's assessment of GPL compatibility and OSl's certification under the Open Source Definition. Please
see our Copyright FAQ for common questions about using materials from our site, including specific terms and conditions
for packages like libwww, Amaya, and Jigsaw.

Other questions about this notice can be directed to site-policy@w3.org.

Joseph Reagle <site-policy@w3.org>

Last revised by Reagle $Date: 2003/01/16 15:01:10 $

Last revised by Reagle $Date: 2003/01/16 15:01:10 $

XML-RPC C Library License

This software contains software covered by the XML-RPC C Library License.

Copyright (C) 2001 by First Peer, Inc. All rights reserved.

Copyright (C) 2001 by Eric Kidd. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ““AS IS'" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Expat License

This software contains software covered by the Expat License.

Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

ABYSS Web Server License
This software contains software covered by the ABYSS Web Server License
Copyright (C) 2000 by Moez Mahfoudh <mmoez@bigfoot.com>. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ““AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Python 1.5.2 License

This software contains software covered by the Python 1.5.2 License.

Copyright 1991, 1992, 1993, 1994 by Stichting Mathematisch Centrum, Amsterdam, The Netherlands.

All Rights Reserved

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is
hereby granted, provided that the above copyright notice appear in all copies and that both that copyright notice and this
permission notice appear in supporting documentation, and that the names of Stichting Mathematisch Centrum or CWI or
Corporation for National Research Initiatives or CNRI not be used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission.

While CWI is the initial source for this software, a modified version is made available by the Corporation for National
Research Initiatives (CNRI) at the Internet address ftp://ftp.python.org.

STICHTING MATHEMATISCH CENTRUM AND CNRI DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL STICHTING
MATHEMATISCH CENTRUM OR CNRI BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
THIS SOFTWARE.

The Apache Software License, Version 1.1
This product includes software developed by the Apache Software Foundation (http://www.apache.org/)."
Copyright (C) 1999 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following acknowledgment: "This
product includes software developed by the Apache Software Foundation (http://www.apache.org/)." Alternately, this
acknowledgment may appear in the software itself, if and wherever such third-party acknowledgments normally appear.

4. The names "log4j" and "Apache Software Foundation" must not be used to endorse or promote products derived from
this software without prior written permission. For written permission, please contact apache@apache.org.

5. Products derived from this software may not be called “Apache”, nor may “Apache” appear in their name, without prior
written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED ““AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Apache Software Foundation.
For more information on the Apache Software Foundation, please see <http://www.apache.org/>.

Bouncy Castle notice and license.
Copyright (c) 2000 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
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merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Package: discover-data
Debian package author: Branden Robinson

The contents of this package that are not in the debian/ subdirectory are simple compilations of data and are therefore not
copyrightable in the United States (c.f. _Feist Publications, Inc., v. Rural Telephone Service Company, Inc., 499 U.S. 340
(1991).).

_Feist_ holds that: Article I, s 8, cl. 8, of the Constitution mandates originality as a prerequisite for copyright protection. The
constitutional requirement necessitates independent creation plus a modicum of creativity. Since facts do not owe their
origin to an act of authorship, they are not original and, thus, are not copyrightable. Although a compilation of facts may
possess the requisite originality because the author typically chooses which facts to include, in what order to place them,
and how to arrange the data so that readers may use them effectively, copyright protection extends only to those
components of the work that are original to the author, not to the facts themselves. This fact/expression dichotomy
severely limits the scope of protection in fact-based works. Therefore, the hardware information lists that comprise the
"meat" of this package enjoy no copyright protection and are thus in the public domain. Note, however, that a number of
trademarks may be referenced in the hardware lists (names of vendors and products). Their usage does not imply a
challenge to any such status, and all trademarks, service marks, etc. are the property of their respective owners.

The remainder of this package is copyrighted and licensed as follows:

Package infrastructure: Copyright 2001,2002 Progeny Linux Systems, Inc. Copyright 2002 Hewlett-Packard Company
Written by Branden Robinson for Progeny Linux Systems, Inc.

Ist2xml conversion script: Copyright 2002 Progeny Linux Systems, Inc. Copyright 2002 Hewlett-Packard Company Written by
Eric Gillespie, John R. Daily, and Josh Bressers for Progeny Linux Systems, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE COPYRIGHT HOLDER(S) BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE
USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 1999, 2004 Tanuki Software

Permission is hereby granted, free of charge, to any person obtaining a copy of the Java Service Wrapper and associated
documentation files (the "Software"), to deal in the Software

without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sub-license, and/
or sell copies of the Software, and to permit persons to

whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Portions of the Software have been derived from source code developed by Silver Egg Technology under the following
license:

Copyright (c) 2001 Silver Egg Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sub-license, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

Legal Information



The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

Software Licensing Information
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